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Jehn Sands
Telecommunications and Computer Networks
Winter 2012

Contact Infermation
E-mail: j-sands@ northwestern.edu
Office Phone: T08-955-5428
Office Hours: available by appointme nt

Course Description

Thizs course provides an overview of iekcommunications and data communications. Course work
includes local area network (LAN)} and wide area network (WAN) components such as switches, routers,
telecommunication circuits, and protocols. Advanced topics such as information security. information
assurance, advanced networking echnologies, and others will be overviewsd as well.

Synchronous Sessions: Thiz class will have three online synchronous meetings: 01082012,
01/23/2012 and 021 3/201 2 all at 7:00pm (Central Time ).

WAL : hittp:iwauniversity adobeconnecLoom riZgrosmaeg

Text
Panko, R. A. (2008). Business dafa network and telecommunications (Bth ed.). Upper Saddle River,
MNJ: Prentice Hall

[ISEN-10: 01361001 20]
[ISEN-13: 978-01361001 28]

Learning Goals
The goals of this course are to:

* Define the basic terms of computer networis.

#* Explain the individual components of computer networks.

» Discuss basic netwok configurations.

* Dete rmine the best network solution given a s=t of requirements.

» Create network dagrams, and provide sppropriate business mtionalke.

Evaluation
The student's final grade will be based on the final e zamination, weekly assignments, discussion board
paricipation. and class projects:

* Interview with an IT professional: 20 points

* Research Papern 20 points

»  Weekly Assignments: 20 Points

# Final exam: 20 points

* Fourbi-weekly articke research/summaries: 10 points

#* Discussion board participation (students will score either 5, 4. 3. 2, or 1 points bassd on the
quality (not quantity) of their posts): 10 points
Total = 100 points



MSIS-DL 313 Syllabus John Sands Telecommunications and Computer Networks Winter 2012
Contact Information
E-mail: j-sands@northwestern.edu Office Phone: 708-955-5426 Office Hours: available by appointment

Course Description This course provides an overview of telecommunications and data communications.
Course work includes local area network (LAN) and wide area network (WAN) components such as
switches, routers, telecommunication circuits, and protocols. Advanced topics such as information security,
information assurance, advanced networking technologies, and others will be overviewed as well.

Synchronous Sessions: This class will have three online synchronous meetings: 01/09/2012, 01/23/2012
and 02/13/2012 all at 7:00pm (Central Time).

URL: http://nwuniversity.adobeconnect.com/r62qwosrnzg/

Text

Panko, R. R. (2008). Business data network and telecommunications (8th ed.). Upper Saddle River,
NJ: Prentice Hall.

[ISBN-10: 0136100120]

[ISBN-13: 978-0136100126]

Learning Goals The goals of this course are to:

* Define the basic terms of computer networks.

* Explain the individual components of computer networks.

* Discuss basic network configurations.

» Determine the best network solution given a set of requirements.

* Create network diagrams, and provide appropriate business rationale.

Evaluation The student's final grade will be based on the final examination, weekly assignments, discussion
board participation, and class projects:

* Interview with an IT professional: 20 points

* Research Paper: 20 points

* Weekly Assignments: 20 Points

* Final exam: 20 points

* Four bi-weekly article research/summaries: 10 points

* Discussion board participation (students will score either 5, 4, 3, 2, or 1 points based on the quality (not
quantity) of their posts): 10 points Total = 100 points
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Discussion Board Etiquette

The purposs of discussion boards i to allow students to freely exchange deas and participation is highly
encouraged. [tis important thatwe ahways remain respectful of one anothers viewpoints and positions
and, when necessary. agree io disagres, respectfully. While active and frequent paricipation i
encouraged, cluttering a discussion board with inappropriate. irelevant, or insignificant material will not
earn additional points and may result in receiving less than full credit. Although frequency = not
unimporant, content of the message i pammount. Please remember o cite all sources—when
relevant—in order to avoid plagiariem.

Proctored Assessment
There iz no proctored assessment requirement in this course.

Grading Scale
97— 100% = A

93%—-00% = A-
90%-02% = B+
B7%-80% =8
B0%-80% = B-
TT%—79% = G+
T3%-T70% =C
T0%—72% = G-
0%—-80%=F

Attendance

Thizs course is asynchronous, meaning that we will not meet at a particular time each weesk. Even though
we will not meet face-to-face in a physical classmoom, paricipation on all discussion boards is required
and pammount o your Success.

Late Waork

Late assignments are not accepted without explicit permizsion from the instructor, and permission can
anly granted in the case of an emergency and in advance of the assignment due date. Late work may be
subject to & penalty in points.

Learning Groups
There willbe no learning groups in this course.

Academic Integrity at Northwestern

Students are required to comply with University regulations regarding academic integrity. If you ae in
doubt about what constitutes acade mic dishonesty, speak with your instructor or graduate coordinator
before the assignment is due and/or examine the University Web site. Academic dishonesty incluedes. but
i= not limited to, cheating on an exam, cbtaining an unfair advantage, and plagiarsm (g.g.. taking material
from readings without citation or copying another student's paper). Failure to maintain academic integrity
will esult in a grade sanction. possibly as severe as failing and being required to refake the course, and
could lkad to a suspension or expulsion from the program. Further penaltes may apply. For more
information, visit: <www scs.northwesten.edu’stude ntissues/acade mic_integrity.cfms.

Plagiarism iz one form of academic dishonesty. Students can famil&rize the mse ves with the definition
and examples of plagiariem. by visiting the site <www.northweste rn.edu/uacc/plagiar. html=. Myriad other
sources can be found online, as well.

Discussion Board Etiquette The purpose of discussion boards is to allow students to freely exchange ideas



and participation is highly encouraged. It is important that we always remain respectful of one another’s
viewpoints and positions and, when necessary, agree to disagree, respectfully. While active and frequent
participation is encouraged, cluttering a discussion board with inappropriate, irrelevant, or insignificant
material will not earn additional points and may result in receiving less than full credit. Although frequency is
not unimportant, content of the message is paramount. Please remember to cite all sources—when
relevant—in order to avoid plagiarism.

Proctored Assessment There is no proctored assessment requirement in this course.

Grading Scale 97%—-100% = A 93%-96% = A- 90%-92% = B+ 87%—-89% = B 80%—-86% = B- 77%-79%
=C+ 73%-76% = C 70%-72% = C- 0%-69% = F

Attendance This course is asynchronous, meaning that we will not meet at a particular time each week.
Even though we will not meet face-to-face in a physical classroom, participation on all discussion boards is
required and paramount to your success.

Late Work Late assignments are not accepted without explicit permission from the instructor, and
permission can only granted in the case of an emergency and in advance of the assignment due date. Late
work may be subject to a penalty in points.

Learning Groups There will be no learning groups in this course.

Academic Integrity at Northwestern Students are required to comply with University regulations regarding
academic integrity. If you are in doubt about what constitutes academic dishonesty, speak with your
instructor or graduate coordinator before the assignment is due and/or examine the University Web site.
Academic dishonesty includes, but is not limited to, cheating on an exam, obtaining an unfair advantage,
and plagiarism (e.g., taking material from readings without citation or copying another student's paper).
Failure to maintain academic integrity will result in a grade sanction, possibly as severe as failing and being
required to retake the course, and could lead to a suspension or expulsion from the program. Further
penalties may apply. For more information, visit:
<www.scs.northwestern.edu/student/issues/academic_integrity.cfm>.

Plagiarism is one form of academic dishonesty. Students can familiarize themselves with the definition and
examples of plagiarism, by visiting the site <www.northwestern.edu/uacc/plagiar.html>. Myriad other
sources can be found online, as well.
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Some assignments in this course may be required to be submitied through Safe Assign, a plag&rsm
detection and education tool. You can find an explanation of the tool at
<htip:/'wikisafeassign.com/'display’s AFE/How+Does+ Safe Assign+Work = In brief, Safe Assign compares
the submitted assignment to millions of documents in very large datebases. It then generates a mport
showing the extent to which text within a paper is very similar or identical to pre-existing sources. The
user can then see how or whether the flagged text is cited appropriately, if at all. SajeAssign also retumns
a pecentage score, indicating the percentage of the submitied paper that is similar or ide ntical o pre-
exiEting sources. High scores are not necessarily bad, nor do they necessarily indicate plagarism, since
the score doesn't teke into account how or whether materal is cited. (If & paper consisted of just one long
quote that was cited appropriately, the score would be 100%:. Thiz wouldn't be plagarism, due io the
appropriate citation. However. just submitting one long quote would probably be a pretly bad paper.) Low
scores are not necessarily good, nor do they necessarily indicate a lack of plagarsm. (If a 50-page paper
had all original material. except for one short quote that was not cited, the score might be around 1%, But.
not citing & guotation would still be plagiarism.)

SafeAssign includes an option in which the student can submit a paper and see the resultant report
before submitting it to the instrucior as a final copy. This ideally will help stude nts bette r unde rstand and
avoid plagiansm.

Other Processes and Policies
Please eferto your S5C 5 student handbook at
=www scs.northweste rnedwgrad/information/handbook cfm:= for additional course and program

processes and policies.

Some assignments in this course may be required to be submitted through SafeAssign, a plagiarism



detection and education tool. You can find an explanation of the tool at
<http://wiki.safeassign.com/display/SAFE/How+Does+SafeAssign+Work>. In brief, SafeAssign compares
the submitted assignment to millions of documents in very large databases. It then generates a report
showing the extent to which text within a paper is very similar or identical to pre-existing sources. The user
can then see how or whether the flagged text is cited appropriately, if at all. SafeAssign also returns a
percentage score, indicating the percentage of the submitted paper that is similar or identical to pre-
existing sources. High scores are not necessarily bad, nor do they necessarily indicate plagiarism, since
the score doesn't take into account how or whether material is cited. (If a paper consisted of just one long
quote that was cited appropriately, the score would be 100%. This wouldn't be plagiarism, due to the
appropriate citation. However, just submitting one long quote would probably be a pretty bad paper.) Low
scores are not necessarily good, nor do they necessarily indicate a lack of plagiarism. (If a 50-page paper
had all original material, except for one short quote that was not cited, the score might be around 1%. But,
not citing a quotation would still be plagiarism.)

SafeAssign includes an option in which the student can submit a paper and see the resultant report before
submitting it to the instructor as a final copy. This ideally will help students better understand and avoid
plagiarism.

Other Processes and Policies Please refer to your SCS student handbook at
<www.scs.northwestern.edu/grad/information/handbook.cfm> for additional course and program processes
and policies.
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Course Schedule

Important Note: Changes may accwr To He syllabor ab the instrector's discretion. When clanges are made. sindents
will bve netified via am annomcereent in Blackboord,

Session | —Introduction to Dara Communic ations and Netaoching

Learning Objectives
Upon completion of this session, the studest will be able o
*  Discuss the history of setworks,
o List variows types of networks.
#  Explain the purpose of a compater network,
#  Describe the evolution of network applications
#  Define the term network, LAN and W AN,
*  Explain message onder, semantics, and syntax.
# Distinguish between conpection-orienled and connectionless service.
o  Explain the role of software in a network.
#  Explain how the componesis of a setwork fanction together.
*  Discuss various types of networks and their use.
*  Differentiate between the vanous types of setworks.
Build a network legend.

Course Content: Reading—~For this session, pleaxe read: ppo 1-38 of the textbook:

Panko, B. K. (2008). Rusimess data network and teleconomoicaions (8th ed.). Upper Saddle River, NI:
Frentice Hall.

Herper, M. (2004, JTune 1 1). Doctors, untethered. Forbes. Retrieved from

www. forbes comd 20040603 for_mb_witid_docs himl=

Handout: Key Concepts

Videos:
# Public Broadcasting System’s Trinvph of the Mends (Pars [ 1, and [11)
o Watch Google's Innovators: hitpwww youtube .com'watch Pv=U KTx 561 GLEY
Web links:
ARPAMNET -- The Fimst Internet fownd at hip:www livinginterne beom(iil_arpane L htm
Celebrating 20 Yeams of Changing the Way We Live, Work, Play and Learn
hifpinewsmom.cisco.com/dlis/2004/hd_0525041. himl

Discussion Board : Each session you are required o participate in all dscession boand forums. Your participation in
both posting amnd re sponding to other stadents' ¢ onmaents 16 graded. For this we ek s disoassion topic (s) , visit the
discussion board in B lackboani.

Assignment: Assignment LA-Google Earth is due by the end of week one Sunday, Jan. Bth @ 11:5% pom. (central
time). For more information, click Assigsmeenis on the left navigation bar in B lackboand . and scroll o this
assIgNInent s e,




Course Schedule

Important Note: Changes may occur to the syllabus at the instructor's discretion. When changes are made,
students will be notified via an announcement in Blackboard.

Session 1 — Introduction to Data Communications and Networking
Learning Objectives Upon completion of this session, the student will be able to:
* Discuss the history of networks.

« List various types of networks.

* Explain the purpose of a computer network.

+ Describe the evolution of network applications

« Define the term network, LAN and WAN.

* Explain message order, semantics, and syntax.

« Distinguish between connection-oriented and connectionless service.

» Explain the role of software in a network.

* Explain how the components of a network function together.

* Discuss various types of networks and their use.

« Differentiate between the various types of networks.

+ Build a network legend.

Course Content: Reading—For this session, please read: pp. 1-38 of the textbook:

Panko, R. R. (2008). Business data network and telecommunications (8th ed.). Upper Saddle River, NJ:
Prentice Hall. Herper, M. (2004, June 11). Doctors, untethered. Forbes. Retrieved from
<www.forbes.com/2004/06/03/cz_mh_wifi04_docs.html>

Handout: Key Concepts
Videos:
* Public Broadcasting System’s Triumph of the Nerds (Parts I, II, and III)
* Watch Google's Innovators: http://www.youtube.com/watch?v=UKTxS61GKEY Web links:

ARPANET -- The First Internet found at http://www.livinginternet.com/i/ii_arpanet.htm Celebrating 20 Years
of Changing the Way We Live, Work, Play and Learn

http://newsroom.cisco.com/dlls/2004/hd_052504f.html

Discussion Board: Each session you are required to participate in all discussion board forums. Your
participation in both posting and responding to other students' comments is graded. For this week’s
discussion topic(s), visit the discussion board in Blackboard.

Assignment: Assignment 1A-Google Earth is due by the end of week one Sunday, Jan. 8th @ 11:59 p.m.
(central time). For more information, click Assignments on the left navigation bar in Blackboard, and scroll to
this assignment’s item.
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Session 2 —Network IModels, Protocok and Standacds

Learning Ohjectives
Afiter this session, the studest will be able 1o
#  Explain the purpose of proocols,
#  Discuss the three key elements of protocols,
Define and provide examples of relinble asd unreliable proiocols.
#  [Describe the moke of the varoes stasdands organizations.
#  Describe the Open Systems Interconmection (O851) model, including the seven Byers
*  Explain O8] layers | asd 2.
o Ildentify vertical communications among layers.
o  Recognize common layered stasdands and architecture.
*  Explain peer-to-peer and served-based networks.
« Differentiate between telecommusications and data communications.
o  Ildentify the varions governmental agencies. regulaiory agencies, and standards organizations.
o  ldentify the components of a network.
#  Explain how the componesis of a setwork fanction together.

Course Content: Reading—For this session. pleaxe read: ppo 45-T77 of the textbook:

Panko, B. K. (2008). Rusiness data network and teleconomoicaions (8th ed.). Upper Saddle River, NI:
Frentice Hall.

Huandout:
Viden:

Web link: The Beandard O8I Model httpofen. wikiped oo/ wikd' OS5 _model
A comprebensive listing of dat communications protocols, their functions in respect o the 081 model, the structare
of the protocol., and various ermors and paramelers

Discussion Board: Each session you are required o participate in all dscession board formms, Yoer participation in
Toth posting and re sponding to other stodents' conmyents 15 graded. For this week s discassion topic(s), wisit the
discussion boand in B lackboand.

Assignment: The bi-weekly article submission s due by the end of week two Senday, Jan 15th & 11:59 pom.
{central time). For more information, click dssigments on the left navigation bar in B lackboand, and scmll w this
assignonent s e Please £l an article related to this week s topics; standards , protocoels and teclmologies. Write a
single-spaced, one-page summary of the article. and submit in Microsoft Word format. Remember o include a
citation (and link. it possible) for vour selecied aricle.

Assigament 24-051 Model is due by week two Sunday, JTan 15th @ 11:59 p.m. (central time). For more
information, click Assigiwness onthe left navigation bar in Blackboard, and scroll to this assigronert’s e

LA

Session 2 — Network Models, Protocols and Standards



Learning Obijectives After this session, the student will be able to:

* Explain the purpose of protocols.

* Discuss the three key elements of protocols.

+ Define and provide examples of reliable and unreliable protocols.

* Describe the role of the various standards organizations.

* Describe the Open Systems Interconnection (OSI) model, including the seven layers.
* Explain OSl layers 1 and 2.

« Identify vertical communications among layers.

* Recognize common layered standards and architecture.

» Explain peer-to-peer and served-based networks.

« Differentiate between telecommunications and data communications.

« Identify the various governmental agencies, regulatory agencies, and standards organizations.
+ Identify the components of a network.

* Explain how the components of a network function together.

Course Content: Reading—For this session, please read: pp. 45—77 of the textbook:

Panko, R. R. (2008). Business data network and telecommunications (8th ed.). Upper Saddle River, NJ:
Prentice Hall.

Handout:
Video:

Web link: The Standard OSI Model http://en.wikipedia.org/wiki/OSI_model A comprehensive listing of data
communications protocols, their functions in respect to the OSI model, the structure of the protocol, and
various errors and parameters

Discussion Board: Each session you are required to participate in all discussion board forums. Your
participation in both posting and responding to other students' comments is graded. For this week’s
discussion topic(s), visit the discussion board in Blackboard.

Assignment: The bi-weekly article submission is due by the end of week two Sunday, Jan 15th @ 11:59
p.m. (central time). For more information, click Assignments on the left navigation bar in Blackboard, and
scroll to this assignment’s item. Please find an article related to this week’s topics; standards, protocols
and technologies. Write a single-spaced, one-page summary of the article, and submit in Microsoft Word
format. Remember to include a citation (and link, if possible) for your selected article.

Assignment 2A-OSI Model is due by week two Sunday, Jan 15th @ 11:59 p.m. (central time). For more
information, click Assignments on the left navigation bar in Blackboard, and scroll to this assignment’s item.
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Sessiom 3 —Physecal Layger

Learning Objectives
Afiter this session, the studest will be able o:
#  Discuss bimary data representation. including its use in most present-day setworks.
*  Distinguish between unshiclded twisted pair { UTF) and fiker optic wiring.
o  ldentify relevant propagation effects that must be controlled during cornectorization.
#  Explain how o mitigate varions propagation effects during connes lorization.
#  Explain the differences and uses between Cat 3, Cavd, Cat5, Cat 5e, Cat 6, Cal 7,
#  Explain the benelits and drawhacks of wsing UTF versus optical fiber.
o ldentify various network opologics,
#  Describe each network iopology.

Course Content
Reading—Feor this session, please read:  pp. 171-204 & 426-451

Panko, B. K. (2008). Rusimess data network and teleconomoicaions (8th ed.). Upper Saddle River, NI:
Frentice Hall.

Shak, A (2008, December G). Intel hopes w bring free energy o mobile devices. T Werld, Retrieved from:
BugpeSfwww itworld .comdpersonal-lec WS EET Vintel-hopes-hring-frec-eneg y-mobile-d evices Tsonrce=itw_ss
McDwugall, P 2008, November 12). IBM plans brosd basd over power lines for roml America.
Infonration Week. Retrieved from

Btpediiwww informationweek.com/news/show Article jhimiTamicleID=2 12002016

Momssa, H. (2006, Ocwber 21 In ocked-dows Baghdad, city lite moves online. AlertNer. Retrieved from
Btpsdiiwww alernetorg/thene wsnewsd esk/MOLU425 1 1 4 him

Handout: Telecommunications and Compuier Networks
Multimedia: MNetwork Topologies

Discussion Board : Each session you are required o participate in all dscession boand forums. Your participation in
Tboth posting and re sponding to other stodents' conmeents 15 graded. For this we ek s discassion to picis), visit the
discussion boand in Blackboand.

Assignment: Assignment 3A-FPhysical Layer Standands is due by the ead of week three Sunday, Jan 22nd & 1 1:59
p-mn. (centml ime). For more information. click Assigmwrenin on the left navigation bar in B lekboand, asd scroll o
this assignment’s item.

Session 3 — Physical Layer



Learning Obijectives After this session, the student will be able to:

* Discuss binary data representation, including its use in most present-day networks.
« Distinguish between unshielded twisted pair (UTP) and fiber optic wiring.

« Identify relevant propagation effects that must be controlled during connectorization.
» Explain how to mitigate various propagation effects during connectorization.

* Explain the differences and uses between Cat 3, Cat 4, Cat 5, Cat 5e, Cat 6, Cat 7,
* Explain the benefits and drawbacks of using UTP versus optical fiber.

« Identify various network topologies.

* Describe each network topology.

Course Content

Reading—~For this session, please read: pp. 171-204 & 426-451

Panko, R. R. (2008). Business data network and telecommunications (8th ed.). Upper Saddle River, NJ:
Prentice Hall. Shah, A. (2008, December 6). Intel hopes to bring free energy to mobile devices. IT World.
Retrieved from:

http://www.itworld.com/personal-tech/5887 1/intel-hopes-bring-free-energy-mobile-devices?source=itw_rss
McDougall, P. (2008, November 12). IBM plans broadband over power lines for rural America. Information
Week. Retrieved from http://www.informationweek.com/news/show Article.jhtmli?articlelD=212002016
Moussa, H. (2006, October 2). In locked-down Baghdad, city life moves online. AlertNet. Retrieved from
http://www.alertnet.org/thenews/newsdesk/MOU425114.htm

Handout: Telecommunications and Computer Networks
Multimedia: Network Topologies

Discussion Board: Each session you are required to participate in all discussion board forums. Your
participation in both posting and responding to other students' comments is graded. For this week’s
discussion topic(s), visit the discussion board in Blackboard.

Assignment: Assignment 3A-Physical Layer Standards is due by the end of week three Sunday, Jan 22nd
@ 11:59 p.m. (central time). For more information, click Assignments on the left navigation bar in
Blackboard, and scroll to this assignment’s item.
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Sessiom 4 —Switched Networks

Learning Ohjectives
Adter this session, the student will be able o

*  Discuss the vanous types of LANs,

#  ldentify Ethernet physical lyer standards.

#  Explain the function of the media sccess comtrol {(MAC) layer.
# Differentiate between Ethermet switch and hub.

o  ldentify Ethernet switch purchasing criteria

o  Discuss wkes ring networks.

#  Explain the benelits and drawbacks of @ token ring network.

Course Content: Reading—For this session, pleaxe read: pp. 205-246

Panko, B. K. (2008). Rusimess data network and teleconomoicaions (8th ed.). Upper Saddle River, NI:
Frentice Hall.

Coburn, F. (2006, May 1) The change funclion. Fast Company. Retrieved from
=hipeiiwww fastoom pany comimagazine! 105/ ne gi-cs=ay htm b=

Helit, M.. & Bilon, M. (2010, April 19). For Apple, lost iPhone is a big deal. The New York Times.
Retrieved from <http:fwwow nytimes.com 2000004200 hnolog yioompanies20apple. himl=

Kommd, E_ (2007, Janwary %) Apple renames itself, unveils iPhone. Mindfdly. Rereved from
=hipeiiwearw mind fully.orgdT echnolog v 2007 A pple-Rename-iFP hone%jant7 . hims=

Chen, I (20010, April 19), This is Apple s next iPhone . Giomode. Retrieved from
=hipeig iz modo.comS520 1640 his-is-apples-ne x-iphone s

Multimedia: FPhysical Diagramming v. Logical Dagramming

Discussion Board: Esch session you are reguired o participate in all discussion boand forums. Y our participation
in both posting amd T2 sponding to other shadents' conuments 35 graded. For this weelk s discussion topic{s), wisit the
discussion boand in Blackboand.

Assignment: The bi-weekly article submission s due by the end of week four Sunday, JTan 29th & 11:59 p.m.
{central time). For more information, click dssigments on the left navigation bar in B lackboand, and scmll w this
assignonent s e Please £l an article related to this week 's topics; switched networks or 0051 neode 1 phorsical
layer echnologies. Wrile a single-spaced., one-page summary of the article. asd submit in Microsoft Word
formal. Remember o include a citatgon (and link. if possible) for your selected article.

Assigament 44 -Equipment RFF is due by the end of week four Sunday. Jan 29th & 11:5%9 pm. (central time). For
mavre information. click Asslgomeenis on the laft navigation bar m Blackboeard , and scroll to this assigmient's fteny.

Session 4 — Switched Networks



Learning Obijectives After this session, the student will be able to:

* Discuss the various types of LANSs.

« Identify Ethernet physical layer standards.

+ Explain the function of the media access control (MAC) layer.

« Differentiate between Ethernet switch and hub.

« |[dentify Ethernet switch purchasing criteria

* Discuss token ring networks.

» Explain the benefits and drawbacks of a token ring network.

Course Content: Reading—~For this session, please read: pp. 205-246

Panko, R. R. (2008). Business data network and telecommunications (8th ed.). Upper Saddle River, NJ:
Prentice Hall.

Coburn, P. (2006, May 1). The change function. Fast Company. Retrieved from
<http://www.fastcompany.com/magazine/105/next-essay.html>

Helft, M., & Bilton, N. (2010, April 19). For Apple, lost iPhone is a big deal. The New York Times. Retrieved
from <http://www.nytimes.com/2010/04/20/technology/companies/20apple.html>

Konrad, R. (2007, January 9). Apple renames itself, unveils iPhone. Mindfully. Retrieved from
<http://www.mindfully.org/Technology/2007/Apple-Rename-iPhone9jan07.htm>

Chen, J. (2010, April 19). This is Apple’s next iPhone. Gizmodo. Retrieved from
<http://gizmodo.com/5520164/this-is-apples-next-iphone#>

Multimedia: Physical Diagramming v. Logical Diagramming

Discussion Board: Each session you are required to participate in all discussion board forums. Your
participation in both posting and responding to other students' comments is graded. For this week’s
discussion topic(s), visit the discussion board in Blackboard.

Assignment: The bi-weekly article submission is due by the end of week four Sunday, Jan 29th @ 11:59
p.m. (central time). For more information, click Assignments on the left navigation bar in Blackboard, and
scroll to this assignment’s item. Please find an article related to this week’s topics; switched networks or
OSI model physical layer technologies. Write a single-spaced, one-page summary of the article, and submit
in Microsoft Word format. Remember to include a citation (and link, if possible) for your selected article.

Assignment 4A-Equipment RFP is due by the end of week four Sunday, Jan 29th @ 11:59 p.m. (central
time). For more information, click Assignments on the left navigation bar in Blackboard, and scroll to this
assignment’s item.



MSIS-DL 313 Syllabus

Sessiom 5 —Wireless Networks

Learning Ohjectives
Adter this session, the student will be able o

o Define WAN.

#  Explain the three purposes of WANs

o Discuss leased line networks incleding leased line speeds.

#  Describe lessed line network opologies.

o  Compare leased lines o digital subscriber lines (8L

#  Explain the reasons) for the dominance of low-speed ransmissions in WAN services.

o Ildentify public switched data networks (P SDN=).

Compare and contrast various PEDNs,

o  Discuss 80211 wireless LAN (WLAN) standards.

o  Discuss how 802,11 WLAN supplements wired LAMNs.

#  Explain the differences and wses of licensed and wnlicensed rad o bands.

o  Discuss mdio frequencies used in WAN.

*  Discuss the use of satellite and microwave.

#  Explain the importance of lime of sight in o WAN.

#  Explain the differences between and wses of WLAM, Uliraband (UWE b, and Bleetooth pesonal area
metwork (FAN).

#  Explain virtual private networks (VPNs).

#  Explain the purpose of a sile sarvey when installing wireless pocess points,

Course Content: Reading—~For this session. pleaxe read: pp. 247-277 and 278-304

Panko, B. R_{2008). Busirers dete network amd telecomruiidcaions (Sth ed ). L‘pp’.‘]’ Saddle River, MI:
Frentice Hall.

Discussion Board : Each session you are required o participate in all dscession boand forums. Your participation in
both posting and responding o other students’ comments s graded. For this week's discussion topic(s), visit the
discussion board in B lackboani.

Assignment: Assignment 3A-Wireless LAN Technology is dee by the end of week five Sunday. Feb 5th @ ] 1:59
p-mn. (centml ime), For more information. clik Assigwomenin on the left navigation bar in B ke kboard . asd scroll o
this assignment’s item.

Session 5 — Wireless Networks



Learning Obijectives After this session, the student will be able to:

* Define WAN.

* Explain the three purposes of WANS.

* Discuss leased line networks including leased line speeds.

* Describe leased line network topologies.

* Compare leased lines to digital subscriber lines (DSL).

« Explain the reason(s) for the dominance of low-speed transmissions in WAN services.
« Identify public switched data networks (PSDNs).

» Compare and contrast various PSDNs.

* Discuss 802.11 wireless LAN (WLAN) standards.

* Discuss how 802.11 WLAN supplements wired LANSs.

+ Explain the differences and uses of licensed and unlicensed radio bands.
* Discuss radio frequencies used in WAN.

* Discuss the use of satellite and microwave.

« Explain the importance of line of sight in a WAN.

» Explain the differences between and uses of WLAN, Ultraband (UWB), and Bluetooth personal area
network (PAN).

« Explain virtual private networks (VPNSs).
+ Explain the purpose of a site survey when installing wireless access points.
Course Content: Reading—~For this session, please read: pp. 247-277 and 278-304

Panko, R. R. (2008). Business data network and telecommunications (8th ed.). Upper Saddle River, NJ:
Prentice Hall.

Discussion Board: Each session you are required to participate in all discussion board forums. Your
participation in both posting and responding to other students’ comments is graded. For this week’s
discussion topic(s), visit the discussion board in Blackboard.

Assignment: Assignment 5A-Wireless LAN Technology is due by the end of week five Sunday, Feb 5th @
11:59 p.m. (central time). For more information, click Assignments on the left navigation bar in Blackboard,
and scroll to this assignment’s item.



MSIS-DL 313 Syllabus

Sesson 6 — Network Secunty

Learning Ohjectives:
Afiter this session, the studest will be able o:
#  Describe the type of abtac ks,
*  Ildentify secarity threats
o Classifly types of attacks.
[liscuss principles of secunity plasning.
#  Describe vanous anthentication mechanisms.
#  Explain the purpose and use of firewall protectson.
*  Evaluale compromise responses.
*  Discuss the imporance of network security managemenl
#  Describe historical evoletion of setwork secerity.
#  Explain the purpose of security policies, standards, procedwres and guidelines.
#  Explain the use and application of cryptography.
*  Discuss the challenges of network security.
#  Describe incident response and setwork secerity.
o  Define dsaster recovery and business continuity.

Course Content: Reading—~For this session. please read: pp. 87-126;

Panko, B. K. (2008). Rusimess data network and teleconomoicaions (8th ed.). Upper Saddle River, NI:
Frentice Hall.

Web link:  httpzfwoww. iso2 TOD security. comdkim 12 7000, himl
Multimedia: http:/fove. mitre org!

Discussion Board : Each session you are required o participate in all dscession boand forums. Your participation in
both posting and responding o other students’ commenis is graded. For this weel 's discussion topic (57, visit the
discussion board in B lackboani.

Assignment: The bi-weekly article submission s due by the end of week six Sunday, Feb 120k & 11:5% p.m.
{central ime). For more information, click Assigmaenrs on the left navigation bar in B lackboand, and scrsll w this
assignonent s e Please £l an article related to this week 's topics; network secrity or wire less amd mobile
computing. Write a single-spaced. one-page summary of the article, and submit in Microsoft Word

format. Remember o include a citation (and link. it possible) for your selecied article.

Assigament GA-MNetwork Security is due by the end of week six Sunday, Feb 12th @& 11:5%9 p.m. {central time). For
mavre information. click Assigomeenis on ihe laft navigation bar m Blackboard , and scroll to this assigment's ftemy.

Session 6 — Network Security



Learning Objectives: After this session, the student will be able to:

* Describe the type of attacks.

« Identify security threats

« Classify types of attacks.

+ Discuss principles of security planning.

* Describe various authentication mechanisms.

+ Explain the purpose and use of firewall protection.

 Evaluate compromise responses.

* Discuss the importance of network security management.

* Describe historical evolution of network security.

 Explain the purpose of security policies, standards, procedures and guidelines.
« Explain the use and application of cryptography.

* Discuss the challenges of network security.

* Describe incident response and network security.

* Define disaster recovery and business continuity.

Course Content: Reading—~For this session, please read: pp. 87-126:

Panko, R. R. (2008). Business data network and telecommunications (8th ed.). Upper Saddle River, NJ:
Prentice Hall.

Web link: http://www.is027001security.com/html|/27000.html
Multimedia: http://cve.mitre.org/

Discussion Board: Each session you are required to participate in all discussion board forums. Your
participation in both posting and responding to other students' comments is graded. For this week’s
discussion topic(s), visit the discussion board in Blackboard.

Assignment: The bi-weekly article submission is due by the end of week six Sunday, Feb 12th @ 11:59
p.m. (central time). For more information, click Assignments on the left navigation bar in Blackboard, and
scroll to this assignment’s item. Please find an article related to this week’s topics; network security or
wireless and mobile computing. Write a single-spaced, one-page summary of the article, and submit in
Microsoft Word format. Remember to include a citation (and link, if possible) for your selected article.

Assignment 6A-Network Security is due by the end of week six Sunday, Feb 12th @ 11:59 p.m. (central
time). For more information, click Assignments on the left navigation bar in Blackboard, and scroll to this
assignment’s item.



MSIS-DL 313 Syllabus

Sesswon 7 — TCPIP Intemetwotking

Learning Ohjectives
Adter this session, the student will be able o

#  Describe the mansmssion contml protocol/Internet protocol {TCPAP ) standards architectre.

#  Explain IF addressing.

#  Explain the use of a sabnet mask.

#  Explain the two TCF/IP transport layer protocols (TCF and UPD).

o  ldentify and explain TCP/IP-based prowocols including (FTF, NTP, DMNE and Telnet).

#  Explain the purpose of ase of the H.323 protocol (oftes wse UDF and isclode voice over Intermet protoco]
{VolP ) asd streaming media).

o  Ildentify the setwork layer protcol used in TCP/IFP (IP-1Pvi).

*  Describe packet swilching.

*  Explain latescy and jitter.

o  Emplinthe “TCP thres-way handshake™ and the “TCP keep-alive process.™

o  Demossimate bow o use packet interne twork groper (FING ).

#  Explain the purpose of a protocol analyzer.

#  Explain the mole of mooting information protocol (RIF).

Course Content: Reading—Fer tlix session pleare read: ppo 305-336 and 406424

Panko, B. K. (2008). Rusimess data network and teleconomoicaions (8th ed.). Upper Saddle River, NI:
Frentice Hall.

Jemsen, M. G_ 2006, December). Living the dream: IT elecommuting and bow you can do it Dice.
Retrieved from
ktipficarcer-resounces.d e comijob-techrolog v/ living _the _dream_IT _telecommuting shtml

Urbinza, [.. & MNixon, B. (2007, March 30). Dimse of system is c@ed I gaps I soldiers” care . The New York
Timies. Retrieved from

ktpefiguery. nytimes.comdgst' fullpage. him 1 Tres=S804ETDE 1 1 J0F933A05T50C0A56 190 BR 63 & sec=&spon
=& pagewanied =all

Web link: A comprehensive lsting of data communications protocols, their funclions in respect o the 081 model,
the strectere of the protocol, and varioss ermoms and pammetens

Discussion Board : Each session you are required o participate in all dscession boand forums. Your participation in
Toth posting and re sponding to other stodents' conmyents 15 graded. For this week s discassion topic(s), wisit the
discussion board in B lackboarnd.

Assignment

Assigament TA-MNetwork Addressing and Services is due by the end of week seven Sunday. Feb 19t {central time).
For more information, click Assigrnens onthe left navigation bar i Blackboard, and scroll te thas assignanent s
item.

Session 7 — TCPIP Internetworking



Learning Obijectives After this session, the student will be able to:

* Describe the transmission control protocol/Internet protocol (TCP/IP) standards architecture.
* Explain IP addressing.

+ Explain the use of a subnet mask.

* Explain the two TCP/IP transport layer protocols (TCP and UPD).

+ Identify and explain TCP/IP-based protocols including (FTP, NTP, DNS and Telnet).

« Explain the purpose of use of the H.323 protocol (often use UDP and include voice over Internet protocol
(VolP) and streaming media).

« Identify the network layer protocol used in TCP/IP (IP-IPv6).

* Describe packet switching.

» Explain latency and jitter.

* Explain the “TCP three-way handshake” and the “TCP keep-alive process.”

* Demonstrate how to use packet internetwork groper (PING).

* Explain the purpose of a protocol analyzer.

+ Explain the role of routing information protocol (RIP).

Course Content: Reading—~For this session, please read: pp. 305-336 and 406—424.:

Panko, R. R. (2008). Business data network and telecommunications (8th ed.). Upper Saddle River, NJ:
Prentice Hall.

Jensen, N. G. (2006, December). Living the dream: IT telecommuting and how you can do it. Dice. Retrieved
from http://career-resources.dice.com/job-technology/living_the dream_IT_telecommuting.shtml

Urbina, I., & Nixon, R. (2007, March 30). Disuse of system is cited in gaps in soldiers’ care. The New York
Times. Retrieved from
http://query.nytimes.com/gst/fullpage.html?res=9804E7DE1130F933A05750C0A9619C8B63&sec=&spon
=&pagewanted=all

Web link: A comprehensive listing of data communications protocols, their functions in respect to the OSI
model, the structure of the protocol, and various errors and parameters

Discussion Board: Each session you are required to participate in all discussion board forums. Your
participation in both posting and responding to other students' comments is graded. For this week’s
discussion topic(s), visit the discussion board in Blackboard.

Assignment Assignment 7A-Network Addressing and Services is due by the end of week seven Sunday,
Feb 19th (central time). For more information, click Assignments on the left navigation bar in Blackboard,
and scroll to this assignment’s item.
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